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はじめに
ਓʢAIʣを͍͜ͳ͢ ͱ͜ɺڝ૪্ͷ༏Ґੑを֫ಘ͢Δ
ͨΊにۃΊͯॏཁで͢ɻۀا�΄Ͳでࢿճऩ͕Մにͳ
Γɺฏۉճऩֹֹࢿ�υϧ͋ͨΓ�υϧに͍͍ۙͮͯ·͢�ɻ

͠か͠ɺAIを্ख͘׆༻͢Δにɺ安全ରࡦͱྙ理తૅجͱͳ
ΔΨόφϯεɺつ·Γʮ͋ΔAIʯ͕ ෆՄܽで͢ɻ·ͨɺٕ ज़త
ͳଆ໘ɺܸ߈ͷखஈɺݎ࿚ͳηΩϡϦςΟରࡦͳͲɺ生成AIにؔ
࿈͢ΔಛఆͷڴҖͱ੬ऑੑにରԠ͢Δ ͱ͜ॏཁで͢ɻ

ॻʢ%#I3ʣ�ʯでࠂௐࠪใ৽ͷʮ����σʔλ࿙Ӯ�৵࠷
ѻ͏ܸ߈ͷதでɺAIབྷΈͷܸ߈ͷׂ߹·ͩগで͕͢ɺࠓ
૿Ճ͢ΔՄੑ͕͋ΔͨΊॏཁͳ՝で͢ɻޙ

৽͍͠AIϞσϧをಋೖ͢Δ ͱ͜でɺੈ քதͷҩྍɺۚ ༥ɺީؾม
ಈɺΤωϧΪʔɺࡂɺΠϯμετϦʔ���ɺ生ੑ࢈ɺऔҾͳͲ
ͷ࠷ॏཁͳ՝にରॲ͢Δ ͱ͕͜で͖·͢ɻϕϥΠκϯɺ৴
པで͖Δύʔτφʔͱͯ͠ɺۀاͷAIを׆༻ͨ͜͠ΕΒͷॏཁ
ͳ՝ͷऔΓΈをαϙʔτ͠ ͍ͯ·͢ɻ

ɺϨΠςϯγʔɺେ༰ྔͷ�(をAIɺΫϥυ͓ΑͼΤοδߴ
ίϯϐϡʔςΟϯάͱΈ߹ΘͤΔ͜ͱでɺϏδωεωοτϫʔ
Ϋ全ମでσʔλ͕ࣗ༝かつ༰қにҠಈで͖ΔΑ͏にͳΓ·͢�ɻ
ͨͩ͠ɺ͜ ͷΠϊϕʔγϣϯͷηΩϡϦςΟを確อ͢Δ͜ͱॏ
ཁͳ՝で͋Δ ͱ͜を理ղ͢Δ ͱ͕͜େで͢ɻ͜ Εɺߴ࠷
ใηΩϡϦςΟ ʢऀCI40ʣͱܦӦװ෦ͷํ͕ࠓऔΓ
Μで͍Δ՝で͢ɻ

ɺੈͪͨࢲ քਓޱͷ����ɺੈ քͷ(%Pͷ����Ҏ্を
ΊΔΞδΞଠฏ༸ʢAPACʣ域に͓͚Δɺ͜ ͷֵ৽తςΫϊ
ϩδʔͷՄੑͱڴҖにつ͍ͯਂ۷Γͯ͠Έ·ͨ͠ɻAPAC
ͷ͜͏ͨ͠نをྀ͢ߟΔͱɺΠϊϕʔγϣϯをอ͠ޢɺྙ 理
తͳల։を確実に͢ΔͨΊにɺޮ ՌతͳΨόφϯεͱηΩϡ
ϦςΟରࡦを実͢ࢪΔͨΊͷૣٸͳରԠ͕ඞཁͱͳΓ·͢ɻ
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生成AIがすべてを解決？
༧ଌAIͱҟͳΓɺ生成AIʢ(FOAIʣɺγεςϜに໌確にϓϩ
άϥϜ͞Ε͍ͯͳ͍৽͍͠ίϯςϯπɺΞΠσΞɺ·ͨσʔλύ
λʔϯを࡞成·ͨ生成͢Δ ͱ͕͜で͖·͢ɻ

�� ΠϯϑϥͷڧԽɿ生成AIɺΑΓෳࡶͳAIϞσϧͷτϨʔχϯ
άにඞཁͳେྔͷσʔλॲ理ͱసૹをՄに͠ɺωοτϫʔ
ΫͷύϑΥʔϚϯεͱ৴པੑを্ͤ͞·͢ɻ

�� ӡ༻ͷม ɿֵ生成AIɺಛにӦۀͱΤϯδχΞϦϯάに͓͚
ΔࣾۀにӨڹをٴ΅͠·͢ɻνϟοτࣜܗͷ生成AIπʔ
ϧɺաڈͷ実ɺઃܭͷબɺ٬ސιϦϡʔγϣϯを໌ࣔ
͠ɺใをԣஅతにਫ਼ࠪで͖·͢ɻ

�� ։ൃͱ٬ސαʔϏεɿ生成AIɺϏσΦͷจ͜͠ىࣈ
ଈ࣌ͷ٬ސαϙʔτͳͲɺ́ ΅ϦΞϧλΠϜでσʔλੳ
ɻ͜͢·͠ݱ٬ͱͷΓऔΓͳͲを実ސ ΕにΑΓɺΑΓಈతで
ରԠྗͷ͍ߴαʔϏεをఏ͢ڙΔ ͱ͕͜で͖·͢ɻ

ɺ7FSJ[PO�CPOOFDUઌਐతͳAI�%BTIDBNιϦϡʔۙ࠷
γϣϯをAPACࢢにಋೖ͠·ͨ͠ɻ͜ ͷυϥΠϒϨίʔμʔγ
εςϜɺं ྆ͷυϥΠόʔにͱͬͯ৴པで͖Δ෭ૢॎ࢜ͱͯ͠
͠·͢�ɻࠞػ ಓ࿏でɺଞͷं྆に͖ۙͮ͗ͨ͢ͱ͖ͨ͠ࡶ
に安全ͳڑをอつΑ͏に༏͘͠ ҙをଅ͢ͳͲɺϦΞϧλΠϜ
でใをఏ͠ڙ·͢ɻ

6	 https://www.verizon.com/about/news/new-verizon-connect-ai-dashcam-delivers

7	 https://www.verizon.com/business/resources/5g/5g-business-use-cases/workforce-productivity/patient-data-analytics/#solution

8 https://semiengineering.com/how-ai-in-edge-computing-drives-5g-and-the-iot/

9		https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf

ੈքதでɺϕϥΠκϯͷ�(ϓϥοτϑΥʔϜをར༻͍ͯ͠Δا
ωοτϫʔΫかΒͷσʔλをਝにσδλϧԽ͢ܕࢄɺۀ
ΔͨΊͷ৽͍͠ํ๏をಋೖͯ͠ ͍·͢ɻҩྍؔػɺϞχλϦϯ
άσόΠεかΒϦΞϧλΠϜͷΠϯαΠτを׆༻ͯ͠ ɺྍ࣏ͷ
ҙܾࢥఆをվળͯ͠ ͍·͢ɻ

ͳͲͷAIରԠιϦϡʔγϣϯにΑثػࢹͳϏσΦߴ
Γ�ɺҩྍݱでஅखॱɺखज़ͷੳɺऀױͷ安全ੑを্
ͤ͞ΔͨΊͷํ๏͕͞ߟ࠶Ε͍ͯ·͢ɻ

攻撃対象領域の拡大
͠か͠ɺAIɺΫϥυҠߦػ)�ܕࢄͷधཁをଅਐͯ͠
͍Δͱಉ࣌に�ɺ͜ Ε·でྀ͞ߟΕ͍ͯͳかܸͬͨ߈ରྖ域を
࿐ఄͯ͠ ͍·͢ɻ

ͱ૬·ͬͯɺԿ͕ػͳߴରྖ域ͷ֦େɺ生成AIͷܸ߈
にͳΔͷかेにೝ ɾࣝݕ౼͢Δ ͱ͜ͳ A͘IιϦϡʔγϣϯ
をੑٸにಋೖ͢ΔۀاにͱͬͯॏେͳϦεΫͱͳΓ·͢ɻ

ຊతͳख๏͕ଟجҖͱฒΜでɺڴԽ͢Δົ͢·͢· ͷܸ͘߈
ͷݪಈྗͱͳ͍ͬͯ·͢ɻ੬ऑੑͷѱ༻ɺۀا͕ऀܸ߈にΞ
Ϋηε͢ΔͨΊに༻͢Δ্Ґ�つͷख๏ͷ�つで͢ɻϕϥΠκ
ϯͷʮ����σʔλ࿙Ӯ�৵ௐࠪใࠂॻʯでɺθϩσΠ
੬ऑੑ͕ͯ͠૿ٸ ͓Γɺύον管理ͷվળͱଈ࣌దԠ͕ۃΊͯ
ॏཁで͋Δ ͱ͕͜໌かに͞Ε͍ͯ·͢�ɻ

https://semiengineering.com/how-ai-in-edge-computing-drives-5g-and-the-iot/
https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf


৽ڵͷAIγεςϜをৄࡉにௐࠪ͢Δ ͱ͜でɺۀاͷAIઓུͷվ
ળ͕໌ΒかにͳΓɺظతͳηΩϡϦςΟମ੍をڧԽで͖·
͢ɻ͜ ΕI5Ϧʔμʔにͱͬͯॏཁͳ߲ࣄで͋Γɺ����
·でにੈքதでڞ௨੬ऑੑࣝผࢠʢC7&ʣͷ͕���૿Ճ͢
Δͱ༧͞Ε͍ͯ·͢��ɻ

生成AIの闇
͜͏ ͨ͠生成AIͷ׆༻ڵຯਂ͍ͷで͕͢ɺϓϥΠόγʔؔ
࿈ͷ՝生͡·͢ɻ生成AIςΫϊϩδʔજࡏతにੑີػͷ
େͳྔͷใをॲ理͓Αͼੳ͢ΔͨΊɺAIͷಋ͖ग़͍͢ߴ
ճͷਖ਼確ੑͱσʔλͷྙ理త༻にॏをஔ͘͜ ͱ͕࠷
ॏཁで͢ɻ

େنޠݴϞσϧʢ--.ʣɺϑΣΠΫͱݺΕΔͨͬޡओுを
͢Δ ͱ͕͜Α͘ ͋Γ·͢ɻͦ ͷ͑આಘྗ͕͋ΔΑ͏に͑ݟ·
͕͢��ɺਖ਼͍͠ใݯかΒಘΒΕΔͷ͝ ·͘Εで͢ɻ͜ ͷͨΊɺ
--.にΑΓɺҩྍۀքͳͲでͨͬޡใにΑΔਂࠁͳࣄଶ͕
生͡ΔՄੑ͕͋Γ·͢ɻ

·ͨɺऀڀݚΒAIϞσϧで͋ΔCIBU(P5にɺ୯ޠをԿ܁
Γฦ͚ͩ͢でτϨʔχϯάσʔλ��をެ։ͤ͞Δ͜ͱ͕Մで
͋Δ ͱ͜をൃ͠ݟ·ͨ͠ɻ͜ ΕにΑΓݸਓใ͕࿙Ӯ͠ɺAI͕ه
Աͨ͠ີػใ͕ҙਤͤͣ࿙Ӯ͢Δ ͱ͕͜໌Βかにͳ͍ͬͯ·
͢ɻ

10		https://www.securitymagazine.com/articles/100426-cves-expected-to-increase-25-in-2024		

11		https://www.ox.ac.uk/news/2023-11-20-large-language-models-pose-risk-science-false-answers-says-oxford-study

12		1 Nasr, M., Carlini, N., Hayase, J., Jagielski, M., Cooper, A.F., Ippolito, D., Choquette-Choo, C.A., Wallace, E., Tramèr, F. and Lee, K., “Scalable Extraction of Training Data from (Production)
Language Models,” arXiv preprint arXiv:2311.17035, Cornell University, 2023. https://arxiv.org/abs/2311.17035

13 https://atlas.mitre.org/		

͜ͷͨΊɺରܕΞγελϯτにີػσʔλをೖྗ͢Δैۀһ
にɺҙਤ͠ͳ͍ใ։ࣔ৵ͷϦεΫ͕͋Γ·͢ɻ͜ ͷϦε
ΫɺಠࣗͷใをAIにτϨʔχϯάͤ͞ɺσʔλอޢ๏にҧ
͠ɺݶݖͷͳ͍ϢʔβαʔυύʔςΟͷαʔόʔにີػใ
͕ެ։͞ΕΔՄੑで͢ɻ

ɺΠϊϕʔγϣϯͱϢʔβσʔλ͓ΑͼϓϥΠόγʔをۀا
อ͢ޢΔͷόϥϯεをऔΓͳ͕ΒɺAIͷ実に৻ॏͳΞϓ
ϩʔνをऔΔඞཁ͕͋Γ·͢ɻ

新たなAIの脆弱性
AIͷఢରతͳڴҖͷঢ়گ��ɺݱ実ੈքͷαΠόʔܸ߈ͱη
ΩϡϦςΟͷ՝をੳ͢Δ ͱ͜でѲで͖ɺAIγεςϜಛ༗ͷ
੬ऑੑ͕໌ΒかにͳΓ·͢ɻ

͜Εূݕதͷϓϩηεで͕͢ɺ͍ つ͘かͷݥةͳྖ域͕໌Β
かにͳ͍ͬͯ·͢ɻ

w σʔλετϦʔϜͷϙΠζχϯάɿ͕ऀܸ߈AIτϨʔχϯά
σʔλをૢͯ͠࡞ɺΤϥʔѱҙͷ͋Δܸ߈をࠐΈ·͢ɻ
͜ͷʮϙΠζχϯάʯにΑΓɺAI͕ົに࠶ϓϩάϥϜ͞Εɺ
ಛఆͷ݅ԼでΞΫςΟϒにͳΔ੬ऑੑόοΫυΞ͕ຒΊ
ΕɺγεςϜͷ߹ੑͱ৴པੑ͕ଛͳΘΕ·͢ɻ·ࠐ

https://www.securitymagazine.com/articles/100426-cves-expected-to-increase-25-in-2024
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w ِにΑΔޚճආɿ--.ϓϩϯϓτΠϯδΣΫγϣϯͱݺ
ΕΔख๏にΑΓ��ɺऀܸ߈AIϞσϧをٗ σ͘ʔλを࡞成
͠ɺޡղِใを生成ͤ͞·͢ɻ͜ ͷख๏AIにΑΔޚ
をճආ͠ɺ੬ऑੑをѱ༻ͯ͠ ɺܯඋͷをか͍͙͘ ΔΑ͏にҙ
ਤ͠ͳ͍ΞΫγϣϯを実͠ߦ·͢ɻ

w ΞʔΩςΫνϟͷࣄલௐ ɿࠪऀܸ߈ɺ%JTDPWFS�.BDIJOF�
-FBSOJOHʢ.-ʣ.PEFM�0OUPMPHZ��ͱݺΕΔख๏を༻
ͯ͠AIγεςϜͷΞʔΩςΫνϟをௐࠪ͠ɺऑをಛఆ͠·
͢ɻAIͷϑϨʔϜϫʔΫを理ղ͢Δ ͱ͜でɺऀܸ߈ѱ༻Մ
ͳ੬ऑੑをಛఆ͠ɺγεςϜͷޚを確実にऑମԽͤ͞Δਖ਼
確ͳܸ߈を実͠ࢪ·͢ɻ

現実的な脅威に確実に防御を集中させる
ϕϥΠκϯͷ����%#I3にΑΔͱɺαΠόʔ৵ͷେ෦
ʢ��ˋʣɺݶݖͷѱ༻をআ͖ɺιʔγϟϧΤϯδχΞϦϯά߈
ܸΤϥʔͳͲɺґવͱ͠ ͯਓతཁૉ͕ؔ༩ͯ͠ ͍·͢��ɻ

ଟ ͷ͘αΠόʔηΩϡϦςΟΧϯϑΝϨϯεでɺAIをར༻ͨ͠
ҟৗͳڴҖͷྫ͕にͳ͓ͬͯΓɺͦ Ε͕աͷܯռをট͘
ͱ͜にͳ͍ͬͯ·͢ɻ

·ͨɺσΟʔϓϑΣΠΫͷϩϘίʔϧɺબڍをΊ Δ͙৽͘͠ ߴ
ͳιʔγϟϧΤϯδχΞϦϯάܸ߈にAI͕ར༻͞ΕΔ͜ͱにつ
͍ͯݒ೦͞Ε͍ͯ·͢ɻ

でɺ͜ ͷΑ͏ͳܸ߈ͷ実ࡍͷසにͯ͠ Έ· ΐ͠͏ ɻ

w ɺߴで࣌ݱ ͳAIςΫϊϩδʔをൣͨ͠ۦғにΘͨ
Δൃ͕ܸ߈生͢ΔՄੑඇৗに͍で͢ɻ

w AI͕ΑΓߴͳڴҖにར༻͞ΕΔྫ͋Γ·͕͢ɺ͜ ͏ͨ͠
·Εで͋Γɺ௨ৗҰൠਓでͳ͘ஶ໊ਓをλʔήοྫࣄ
τにͯ͠ ͍·͢ɻ

w ΄ͱΜͲͷਓɺAIをར༻ͨ͠ϑΟογϯάܸ߈ΑΓɺి ࢠ
ϝʔϧςΩετϝοηʔδͳͲͷैདྷͷϑΟογϯάܸ߈
ͷӨڹをड͚͍͢に͋Γ·͢ɻ

ΦʔετϥϦΞͷۜߦにର͢Δ����ສ݅ͷαΠόʔܸ߈にؔ
͢Δχϡʔε͕ใ͡ΒΕ·͕ͨ͠��ɺຊ֨తͳAI生成ιʔε͕བྷ
Μܸͩ߈͝ Θͣ͘かで͋Δ͜ͱ͕Θか͍ͬͯ·͢ɻ͜ ࢹͨ͠͏
ɺ実ࡍͷϦεΫͷঢ়گを理ղ͠ɺ࠷ඞཁͳॴにޚを
ूதͤ͞Δͷにཱͪ·͢ɻ

14 https://atlas.mitre.org/techniques/AML.T0051		

15 https://atlas.mitre.org/techniques/AML.T0013		

16		verizon.com/dbir

17		https://www.mpamag.com/nz/news/general/bank-chief-reveals-the-volume-of-cyberattacks-banks-are-dealing-with/424684		
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AIガバナンスの役割
ͱऀܸ߈Խ͢ΔົɺςΫϊϩδʔをਐԽͤ͞ɺΑΓࡏݱۀا
͍ͨͪͬ͜͝を܁Γ͍ͯ͛·͢ɻ

͞Βにݒ೦͞ΕΔϦεΫɺΠϊϕʔγϣϯͷਪਐۀا
をอ͢ޢΔͨΊに৽ͨにݱΕΔAIϞσϧにରͯ͠ ɺ੬ऑ·ͨ
ෆ全ͳΨΠυϥΠϯ͕͡ߨΒΕΔࡍに生͡·͢ɻ

ΦʔετϥϦΞͷCMBSF�0`/FJMେਉ͕��ɺαΠόʔܸ߈を
ड͚ͨࡍに࿈བྷ͖͢ͷ��ʙ��ਓͷϦετ͕͋Δͱҕ
һձかΒ͑ΒΕͨͱೝΊͨ͜ͱɺAI͕͍かにͯ͠৫ͷη
ΩϡϦςΟをڧԽ͠ɺରԠをޮԽ͠ͳ͚ΕͳΒͳ͍かをࣔ
ͯ͠ ͍·͢ɻ

৫ɺ෦ͷ生成AIιϦϡʔγϣϯͷߏஙにを্͍͛ͯ·
͢ɻ͠ か͠ɺ࠷ॳにਘͶΔඞཁ͕͋Δ࣭ͷ�つɺςετͷͨΊ
にԿを͢Δͷかͱ͍͏ ͱ͜で͢ɻAIにৄ͘͠ͳ͍ਓ͕ϥϯμϜに
ςετ͠ ͯɺ生成AIιϦϡʔγϣϯ͕ຊに安全かͲ͏かΘ
かΓ·ͤΜɻࣗ ͱϖϯλΰϯͷηΩϡϦςΟ͕ҧ͏͜ͱͱಉ͡
でɺΞϓϩʔνͦΕͧΕにΧελϚΠζͯ͠ఆྔԽ͢Δඞཁ
͕͋Γ·͢ɻ

ෳࡶͳAIڥに௨ৗͷ৵ೖςετを実ͨ͠ࢪ߹ɺ੬ऑੑ͕
生͡·͢ɻಛにܸ߈ରྖ域͕IP5ڥΠϯμετϦʔ���に
͓͍ͯయܕతͳࣗ࠷ݾదԽγεςϜに֦େ͢ΔͱͦΕݦஶで
͢ɻܸ͢߈Δͱ͖ɺऀܸ߈ϧʔϧにैͬͯߦಈͯ͠ ͍ΔΘ͚で
͋Γ·ͤΜɻ൴ΒԿΒかͷඃをҾ͖͢͜ى ͱ͜をతͯ͠
͍ΔͨΊɺޚଆ࠷ળࡦを͠ࢪɺऀܸ߈ͷҰาઌを͍ͯ͑ߟ
ͳ͚ΕͳΓ·ͤΜɻ

サプライチェーンが脆弱な理由
AIをςετ͍ͯ͠ΔۀاɺΑΓߴͳϦιʔεを࣋つࠃՈͷ
ॏཁͳΠϯϑϥͱݟͳ͞ΕΔՄੑ͕͋Γ·͢ɻޙࠓ��ؒで
APAC͕ੈքͷ成ͷ���をݗҾ͢Δͱ༧͞Ε͓ͯΓ��ɺα
ϓϥΠνΣʔϯͷηΩϡϦςΟ確อඇৗにॏཁで͢ɻ

ຊͷେखۭߤӉϝʔΧʔ��ͱӴؔ࿈ۀاにର͢Δۙ࠷
ͷܸ߈ɺαϓϥΠνΣʔϯͷ੬ऑੑͷॏେ͕ͷύʔτ
φʔをΔかに͑Δʮୈऀ࢛ɺୈऀޒϦεΫʯを実ূͯ͠ ͍·
͢ɻؒऩӹ͕��ԯυϧを͑ɺै ۀاһ͕�ສਓͷ͜ͷۀ
ɺࠃՈͷӴにେ͖͘ ͯ͠ݙߩ ͍·͢ɻαΠόʔܸ߈にΑΓۀ
ࠞཚ͠ɺ͞ ΒͳΔෆਖ਼ΞΫηεを્͢ࢭΔͨΊに8FCαΠ
τをఀ͠ࢭ·ͨ͠ɻ

Ұํɺۙ࠷ͷௐࠪにΑΔͱɺࡢɺΠϯυۀاͷ���͕αϓϥΠ
νΣʔϯͷ৵をؚΉαΠόʔܸ߈をड͚��ɺଟେͳࡁܦతଛ
をඃͬͨͱ͞Ε͍ͯ·͢ɻ͜ ΕΒͷۀاͷ͏ͪɺαΠόʔηΩϡ
ϦςΟͷ՝にඋ͍͑ͯΔͱ͍ͯ͑ߟΔͷΘͣか���で͋
ΓɺαϓϥΠνΣʔϯͷޚをڧԽ͢Δඞཁ͕͋Δ͜ͱ͕ු͖
ூΓにͳ͍ͬͯ·͢ɻ

18		https://minister.homeaffairs.gov.au/ClareONeil/Pages/afr-cyber-summit-18092023.aspx

19		https://www.pwc.com/gx/en/about/pwc-asia-pacific/global-supply-chains-the-race-to-rebalance.html

20		https://westoahu.hawaii.edu/cyber/global-weekly-exec-summary/defense-contractor-japan-aviation-electronics-falls-victim-to-a-cyber-attack/

21		https://timesofindia.indiatimes.com/gadgets-news/over-80-indian-companies-hit-with-cyber-attacks-last-year-report/articleshow/103394017.cms

22			https://asic.gov.au/about-asic/news-centre/find-a-media-release/2023-releases/23-300mr-asic-calls-for-greater-organisational-vigilance-to-combat-cyber-threats/

23		https://minister.homeaffairs.gov.au/ClareONeil/Pages/afr-cyber-summit-18092023.aspx		

24		https://www.verizon.com/business/resources/reports/dbir/2024/industries-intro/public-administration-data-breaches/		

サプライチェーンのリスクは世界的な懸念事項
ΦʔετϥϦΞͷ࢈ࢿɺॏཁͳΠϯϑϥをؚΊɺ͓ Αͦ�͝
ͱにαΠόʔܸ߈をड͚͍ͯΔ ͱ͜Α͘ΒΕ͍ͯ·͢ɻΦʔ
ετϥϦΞূ݊ࢿҕһձʢA4ICʣۙ࠷ɺௐࠪରͱͳͬͨ
ͷ��ˋ͕ɺαϓϥΠνΣʔϯύʔτφʔかΒͷσʔλ࿙Ӯۀا
を્͢ࢭΔରࡦҊを·ͩࡦఆͯ͠ ͍ͳ͍ ͱ͜を໌Βかに͠·͠
ͨ��ɻ

·ͨɺ����ͷϒϦεϕϯΦϦϯϐοΫͳͲͷେنͳੈքత
εϙʔπΠϕϯτͷӨڹྀ͠ߟͳ͚ΕͳΓ·ͤΜɻ͜ ΕΒ
ͷΠϕϯτでɺAI͕αΠόʔ৵ͷओͳݪಈྗͱͳΓɺଟେͳ
ϦεΫͱΠϯϑϥϦεΫをͨΒ͢Մੑ͕͋Γ·͢ɻࡒ

����ୈ��ճεʔύʔϘϧ։࠵தɺ7FSJ[PO�'SPOUMJOFެ
ɺԽֶɺ生ɺ์͠ྗڠͱؔػνʔϜेͷ࿈ࡦ安全ରڞ
ࣹઢɺ֩ ͷڴҖかΒαΠόʔηΩϡϦςΟܸ߈·でɺ͋ ΒΏΔڴ
Җにର͢߅ΔӴνʔϜͷଶを͑·ͨ͠ɻνʔϜɺજࡏ
తͳܸ߈にઌखをଧつͨΊにɺΠϯϑϥͱձͷηΩϡϦςΟ
ධՁをܧଓతに実͠ࢪ·ͨ͠ɻ

生成AIの保護
0`/FJMେਉɺΦʔετϥϦΞ͚ͩでͳ A͘PAC全ମに͓͚ΔAI
ͷ׆༻ͱอޢにؔͯ͠ ࣍ɺୈೋͪͨࢲ೦をड़͍ͯ·͢ɻʮݒ
ੈքେઓҎདྷ࠷ࠔͳֶతঢ়گ��に໘ͯ͠ ͍·͢ɻઓ
ུతڝ૪ͷ域にॅΜで͓ΓɺαΠόʔͷྖ域ޙࠓ��ؒ
ͷग़དྷࣄͷల։にෆՄܽͳཁૉͱͳΔで ΐ͠͏ ʯ

Խ͠ɺαΠόʔྖ域にڧɺ����·でにηΩϡϦςΟをࠃ֤
͓͚Δ安全ͷ確อにྗ͢Δඞཁ͕͋Γ·͢ɻͦ ͷͨΊにɺ
ຽؒ෦をؚΉAPACͷ֤ࠃ ʮ͕͋ΔAIʯにͮج Ξ͘ϓϦ
έʔγϣϯͷߏஙを։࢝͢Δඞཁ͕͋Γ·͢ɻ

ҼݪͷࣄͳΨόφϯε͕ͳ͚ΕɺAIྑ͍͜ͱΑΓѱྗڧ
ͱͳΓɺඇྙ理తͳ݁ՌɺภͬͨϞσϧɺͨͬޡใをͨΒ͢
Մੑ͕͋Γ·͢ɻ

ϕϥΠκϯͷ����%#I3にΑΔͱɺެ に͓͚ΔΠϯγσ
ϯτ͕࠷ଟ ʢ͘�����݅ʣɺσʔλ࿙Ӯ�৵͕確ೝ͞Εͨͷ
����݅でͨ͠��ɻ
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�APAC全域で生成AIを安全かつ確実に管理

生成AIを中心に据えた動き
AIͷݪଇɺAPACに͓͚ΔςΫϊϩδʔをࣾձͷརӹͷͨΊ
にಋ͘͜ ͱをతͱͯ͠ ͍·͢ɻ͠ か͠ɺਅͷࢼ࿅ɺ͜ ͷଟ༷ੑ
にΜͩ域全ମでͷ実ࢪに͋Γ·͢ɻ

ྙ理ΨΠυϥΠϯɺ֨ݫͳ੍نͳ͠にAIͷޡ༻を੍͢Δ͜
ͱをͯ͠ࢦ ͍·͕͢ɺ理೦ͱ実ߦՄͳ実ͷؒにґવͱ
ͯ͠ େ͖ͳΪϟοϓ͕͋Γ·͢��ɻ

w AIͷݪଇをӡ༻Խ͢ΔͨΊͷΨΠμϯεͱπʔϧͷ࠾༻
APACͷ֤ؒࠃでେ͖͘ ҟͳΓɺҰ؏ੑにつ͍ͯͷ͕ٙ生
͍ͯ͡·͢ɻ

w ཱ๏ԽͷऔΓΈ༗で͋ΔͷͷɺAIͷٸͳਐԽ
に͍つ か͘ͱ͍͏՝に໘ͯ͠ ͍·͢ɻ

w ຊɺϚϨʔγΞɺΦʔετϥϦΞͳͲͷࠃʑでɺҙཉతͳ
د͕ظՈઓུにΑΓɺ։ൃに͓͚ΔAIͷׂにେ͖ͳࠃ
ͤΒΕ͍ͯ·͢ɻ

͖͢ɺAPACͷ�か͕ࠃAI੍نにઌ͓ͯ͠ۦΓɺଞͷ
ʑ͕ਵ͢Δಓ͢͡をΓ։͍͍ͯΔࠃ ͱ͜で͢ɻ

w γϯΨϙʔϧɺAIͷ安全ੑͷͨΊͷ実༻తͳπʔϧͷ
։ൃをϦʔυ͍ͯ͠·͢ɻۙ࠷ɺใ௨৴ϝσΟΞ։ൃி
ʢI.%Aʣɺ生成AI͚ͷAIΨόφϯεϑϨʔϜϫʔΫͷ
ఏҊをٞڠ༻にެ։͠·ͨ͠��ɻ͜ Εɺ����ͷAI
ΨόφϯεϑϨʔϜϫʔΫͷ࠷ऴܾఆをαϙʔτ͢Δ ͱ͜に
ͳΓ·͢ɻ

25		https://www2.deloitte.com/content/dam/Deloitte/cn/Documents/financial-services/deloitte-cn-fsi-acrs-gai-application-and-regulation-in-apac-en-231204.pdf		

26			https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2024/public-consult-model-ai-governance-framework-genai#:~:text=SINGAPORE%20
%E2%80%93%2016%20JAN%202024&text=The%20AI%20Verify%20Foundation%20(AIVF,last%20updated%20in%2020201

27		https://carnegieendowment.org/research/2024/02/koreas-path-to-digital-leadership-how-seoul-can-lead-on-standards-and-standardization?lang=en

28		https://carnegieendowment.org/2023/07/10/china-s-ai-regulations-and-how-they-get-made-pub-90117		

29		https://www.verizon.com/business/products/security/cyber-risk-management/governance-risk-compliance/

w ϦεߴΕΕɺҰൠར༻かΒ͞ߦࢪͷେͳAI๏��ɺࠃؖ
ΫͷΞϓϦέʔγϣϯ·で෯͘ద༻͞Εɺཱ ๏্ॳͷྫࣄ
ͱͳΓ·͢ɻ

w தࠃϧʔϧϕʔεͷΞϓϩʔνを࠾༻ͯ͠ ͓ΓɺಛఆͷAI
ఆ͞Εࡦ��にΑͬͯAI管理ͷแׅతͳΞϓϩʔν੍͕ن
͍ͯ·͢ɻ

ձٞڠΔͨΊにɺAI͢༺׆にݶେ࠷AIͷྗͱՄੑをۀا
をઃཱ͢Δඞཁ͕͋Γ·͢ɻͦ ͏͢Δ͜ͱでɺϏδωε�Ϟσϧɺ
ϚʔέςΟϯάɺφϨοδ管理ɺιϑτΣΞΤϯδχΞϦϯάͷ
վֵををͯͬ࣋安全に実ߦで͖ΔΑ͏にͳΓ·͢ɻ

成ޭ͢ΔにɺϦεΫ管理ޙ͍でઃఆ͢Δͷでͳ ɺ͘全
にΈࠐ·Εɺ౷߹͞ΕΔඞཁ͕͋Γ·͢ɻϦεΫఆྔԽαʔϏ
ε��ɺજࡏతͳϓϥοτϑΥʔϜͷऑAIίϯϓϥΠΞϯεͷ
Ϊϟοϓをಛఆ͢Δͷにཱ ·ͪ ɻ͢

ϕϥΠκϯͷCZCFSTFDVSJUZ�ATTFTTNFOUɺγϛϡϨʔ
γϣϯܸ߈をͯ͠ۦAIͳͲͷڴҖをධՁ͢Δ3FE�5FBN�
PFOFUSBUJPO�5FTUJOHؚ͕·Ε·͢ɻ৵ೖςετでɺγεςϜ
をௐܸࠪͯ͠߈खஈͱ੬ऑੑをݕ͠ɺܸ߈ରͷಛఆをα
ϙʔτ͢Δࣗಈςετを実ߦで͖·͢ɻ

͞ΒにɺϕϥΠκϯAIΨόφϯεをಋೖ͠ɺσʔλαΠΤϯςΟ
ετにAIϞσϧͷϨϏϡʔొを͚ٛɺେنޠݴϞσϧ
ʢ--.ʣをਫ਼ࠪͯ͠ɺજࡏతͳόΠΞε༗ͳޠݴにରॲ͠
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͍ͯ·͢ɻ͜ ΕΒͷऔΓΈɺ͋ΔAIをਪਐ͢Δ෯͍
औΓΈͱҰகͯ͠ ͓ΓɺϕϥΠκϯͷ(PWFSOBODF� SJTL���
DPNQMJBODF�	(3C
�TFSWJDFTに౷߹͞Ε͍ͯ·͢��ɻ

͜ΕΒͷઓज़తΞϓϩʔνɺθϩτϥετηΩϡϦςΟͷਪਐ
に͓͚Δॏཁͳபで͋ΔαΠόʔηΩϡϦςΟͷΨόφϯεɺϦ
εΫ管理ɺίϯϓϥΠΞϯεʢ(3Cʣに४͢ڌΔඞཁ͕͋Γ·͢ɻ

APACͷͯ͢ͷ৫ɺ����·でに生成AIͷΪϟοϓを
Δඞཁ͕͋Γ·͢ɻྙ͢ྗڠ͢ΔͨΊにࠀ 理ΨΠυϥΠϯかΒ
๏తΈ·でɺAIΨόφϯεͷෆߧۉɺਐԽͷ֨ࠩͱ੬ऑ
ੑにつͳ͕Γɺࡁܦ成かΒαΠόʔηΩϡϦςΟ·でͯ͢に
Өڹをٴ΅͢Մੑ͕͋Γ·͢ɻ

γϯΨϙʔϧͱถࠃۙ࠷ɺAIΨόφϯεͷΈを࿈ͤ͞ܞ
·ͨ͠��ɻ͜ Εըظతͳಈ͖で͋ΓɺAIࡦͷࡍࠃత߹に
େ͖ͳҰาで͢ɻ͚ͨ

·ͨɺ྆ ɺAIγεςϜを安全͠ܞຊɺΦʔετϥϦΞͱ࿈ࠃ
に׆༻͢Δํ๏につ͍ͯఏ͠ݴ·ͨ͠��ɻ͞ ΒにɺAIγεςϜͷ
ηΩϡϦςΟをڧԽ͢ΔͨΊにɺੈ քతに߹ҙ͞Εͨॳͷʮ安全
ͳAIγεςϜ։ൃΨΠυϥΠϯʯを࡞成͢ΔͨΊにͯ͠ྗڠ ͖
·ͨ͠��ɻ

30		https://venturebeat.com/ai/verizon-exec-reveals-responsible-ai-strategy-amid-wild-west-landscape/

31		https://www.mci.gov.sg/media-centre/press-releases/singapore-and-the-us-to-deepen-cooperation-in-ai/		

32		https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/engaging-with-artificial-intelligence		

33			https://www.cyber.gov.au/sites/default/files/2024-04/Guidelines%20for%20Secure%20AI%20System%20Development%20%28November%202023%29.pdf		

34		https://www.cisa.gov/resources-tools/resources/secure-by-design		

35		https://www.weforum.org/agenda/2024/02/generative-ai-society-equalizer/		
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AIͱςΫϊϩδʔ͚ͷηΩϡΞόΠσβΠϯϑϨʔϜϫʔΫに
ΑΓ��ɺখنͳۀاでେنͳI5νʔϜをͣͨ࣋に安全に
औΓΉ ͱ͜で͖·͢ɻ

ಈ͠ɺAIγεςϜ׆ͷΈͷԼで͕ؔ͜ػでੈք��ͷܭ߹
։ൃऀ͕։ൃϥΠϑαΠΫϧ全ମを௨ͯ͡αΠόʔηΩϡϦ
ςΟにॏをஔ͍ͨҙܾࢥఆを͑ߦΔΑ͏ࢧԉͯ͠ ͍·͢ɻ

ベライゾンと共に安全に生成AIを未来へ導く
ଟ ͷ͘ਓ生成AI ʮ͕ฏͷͨΊͷҒେͳൃ໌��ʯͱͳΔ ͱ͜を
ͯ͠ظ ͍·͕͢ɺݱ実ҟͳΓ·͢ɻ́ ͱΜͲͷؔػ
৫ɺ域ͷਓʑͷ安全ͱ安৺をڴか͠かͶͳ͍ࣝͱਓࡐͷ
֨ࠩに໘ͯ͠ ͍·͢ɻ

ߦ͙͢ࠓɺAIϦεΫをఆྔԽ͢ΔͨΊに��ɺকདྷでͳ͘ۀا
ಈ͢Δඞཁ͕͋Γ·͢ɻ͜ ͷߦಈͷํੑͱΤωϧΪʔɺܦ
Ӧװ෦かΒൃ৴͞ΕΔඞཁ͕͋Γ·͢ɻηΩϡϦςΟɺηΩϡ
ϦςΟνʔϜ͚ͩͷࣄでͳ͘ɺ্ ෦かΒਪਐ͞ΕΔͷ
で͢ɻ

ϕϥΠκϯɺαΠόʔνʔϜ͕৫ԣஅతͳAIεςΞϦϯά
νʔϜを݁成͢Δͷをαϙʔτ͠ ·͢ɻ͜ Εɺ৫͕࠷ॳͷ生
成AIΞϓϦέʔγϣϯをߏங͢Δલͷॏཁͳεςοϓで͢ɻAI
でઌ಄にཱͪɺαΠόʔηΩϡϦςΟを確อ͢Δにɺͯ͠ྗڠ
Δ͢ۀ࡞ ͱ͕͜ෆՄܽで͢ɻ
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https://www.verizon.com/business/products/security/cyber-risk-management/governance-risk-compliance/cybersecurity-assessments/


�APAC全域で生成AIを安全かつ確実に管理

աڈؒɺϕϥΠκϯͷνʔϜɺωοτϫʔΫύϑΥʔϚϯ
εͷ࠷దԽɺτϨϯυͷಛఆɺधཁͷग़ɺ٬ސαʔϏεͷ্
にؔ࿈͢Δৗతͳۀをղܾ͢ΔͨΊͷઐ༻AIɺ·ͨAIを
Ԡ༻ٕͨ͠ज़ͷ։ൃにଟ ͷ͘Ϧιʔεをೖͯ͠ ͖·ͨ͠ɻ

ϕϥΠκϯɺେنͳσʔληοτでτϨʔχϯάを実͠ࢪɺ
ɻつ·ΓAIをɺ͢·ͤ͞ߦఆ͞Ε໌確にఆٛ͞ΕͨλεΫを実ݶ
ಛఆͷӡ༻·ͨϏδωεχʔζにରԠ͢ΔΑ͏にΧελϚΠ
ζ͢Δͷで͢ɻϕϥΠκϯɺͦ ͷϝϦοτͱϦεΫを理ղͯ͠ ͍
·͢ɻ

ϕϥΠκϯͷωοτϫʔΫຖ���ԯͷσʔλϙΠϯτを
ॲ理͠ߴɺ ͳAIγεςϜにೖྗ͍ͯ͠·͢ɻ͜ ͷσʔλ
�����ͷଟ༷ͳιʔεかΒऔಘ͞Ε͓ͯΓɺσδλϧΤίγε
ςϜͷنͱෳ͞ࡶをࣔͯ͠ ͍·͢��ɻ

ϕϥΠκϯͷαϙʔτϏδωεχʔζに߹ΘͤͯΧελϚΠ
ζ͞Εɺৄ քϕϯνϚʔΫͱͷൺۀͳηΩϡϦςΟϨϙʔτࡉ
ֱをؚΉ確かͳσʔλͱඪ४にྗڧ͍ͨͮجͳܭޚըを࡞
成͠·͢ɻ

AIによる安全な脅威検出と分析を実現
͜ͷϑϨʔϜϫʔΫでɺAIをར༻ͯ͠ ͷରԠをվળऀܸ߈
͢Δ ͱ͕͜で͖·͢ɻ

w ɿAIγεςϜɺωοτϫʔΫΞΫςΟϏςΟをࢹଓతͳܧ
མͱͯ͠ݟɺਓ͕ؒ؆୯に͠ࢹ���ؒ࣌�� Җڴ͏·͠
をݕ͠·͢ɻ

w ࣗಈ৵ೖςετɿ͜ ͷςετɺίϯϐϡʔλγεςϜɺωοτ
ϫʔΫɺ·ͨ8FCΞϓϦέʔγϣϯにର͢ΔαΠόʔܸ߈
をγϛϡϨʔγϣϯͯ͠ɺѱ༻͞ΕΔՄੑͷ͋Δ੬ऑੑを
ಛఆ͠·͢ɻ

w τϥϑΟοΫੳɿAI͕௨ৗͷτϥϑΟοΫͱٙΘ͍͠τϥ
ϑΟοΫを۠ผ͠ߴɺ ͳαΠόʔڴҖͷݕをڧԽ͠·͢ɻ

w ϑΟογϯάͷݕɿϑΟογϯάͱεύϜͷಛੑをֶश͢Δ
͜ͱでɺAIѱҙ͋ΔిࢠϝʔϧをࣄલにϒϩοΫ͢Δͷに
ཱͪ·͢ɻ

w ϚϧΣΞͷࣝผɿAIπʔϧطͷϚϧΣΞαϯϓϧを
ੳͯ͠ ɺ৽͍͠ѥछθϩσΠʢ͜Ε·でΒΕ͍ͯͳかͬ
ͨʣͷڴҖをೝࣝ͠·͢ɻ

w ύεϫʔυͷηΩϡϦςΟɿAIɺෳࡶでղಡ͕ࠔͳύε
ϫʔυを生成ͯ͠ ਪで͖·͢ɻ

w λεΫͷࣗಈԽɿৗతͳαΠόʔηΩϡϦςΟλεΫAIに
ΑͬͯࣗಈԽ͞ΕɺઐՈΑΓઓུతͳにऔΓΉ͜
ͱ͕で͖·͢ɻ
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生成AIɺۀاɺͦ ͷैۀһɺ٬ސをࢧԉ͢ΔͨΊͷྗڧͳι
Ϧϡʔγϣϯで͢ɻ͜ Ε·でड़͖ͯͨํにਐΉ͜ͱでɺ成
ஶ͍͠APACࢢでڝ૪্ͷ༏Ґੑ͕ಘΒΕΔ͚ͩでͳ͘ɺAI
͜ͷ域をਓʑにͱͬͯΑΓ安全で安৺で͖Δॴに͢Δ͜
ͱ͕で͖·͢ɻ

ϕϥΠκϯͷAIηΩϡϦςΟにつ͍ͯͷৄࡉɺԼه
͓͍߹Θͤͩ͘ ͍͞ɻ

ΦʔετϥϦΞɿ���������������
γϯΨϙʔϧɿ�������������
ຊɿ���������������
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